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Multi-factor authentication on the NZVA websites  
 
The New Zealand Veterinary Association Te Pae Kīrehe (NZVA) is setting up multi-factor 
authentication (MFA) on its websites to protect your account. 
 
What is multi-factor authentication?  
 
Multi-factor authentication (MFA) is a login system to protect your NZVA account from 
unauthorised access. 
 
Your account will require two methods of authentication when you login: 
 

1. Your regular username and password (something you know) 
2. A unique one-time code sent to an app on your phone or to your email address 

(something you have).  
 
This means that, even if someone gets your password, only you will be able to login.  
 
The NZVA websites provide three possible MFA authentication methods for you to use. You 
will need to set up at least one of these methods, however we recommend setting up two 
methods. This gives you a fall-back method should the default method not be available (eg if 
you lose your phone). 
  
These instructions cover the two most common methods and don’t require you to buy 
additional hardware. 
  
Setting up MFA access using your email address  
 
With this method, each time you log in you will be emailed a one-time code to complete the 
login process. To set up this method of authentication: 
 
• Log in to the NZVA website using your username and password.  
• You will be prompted to set it up your MFA. You will not be able to complete your login 

until the MFA is set up. 
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• Click the ‘Get started’ button. 
• Select ‘Register with email code’. 
• Enter your email address. 
  

  
• Click ‘Next’. 
• A six-digit code will be sent to the email address you entered. Enter the code and click 

the ‘Next’ button. 



 
 
 

Multi-factor authentication on the NZVA websites | Page 3 of 7 

• A set of recovery codes will be displayed. These allow you to log in to your account if you 
are unable to access your email address. You will need to download these codes and 
store them in a secure place that you can access easily. 

 

  
  
• When you have saved your codes, click the ‘Finish’ button.  
• Multi-factor authentication set up is now complete. Click the ‘Continue’ button.  
  

  
  
Each time you log in to an NZVA website, you will be emailed a new code to enter. 
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Setting up MFA access using an authenticator app  
 
With this method, an authenticator app on your phone will generate a code for you to enter 
each time you log in to an NZVA website. This method may be more convenient than using 
an email notification, as you don’t need to have your email inbox open when you log in. 
 
We recommend using the Microsoft Authenticator app or the Google Authenticator app, both 
of which are available on the Google Play and Apple App stores. 
 
Here’s how to get started with your authenticator app:  
 
• Download and install your authenticator app from Google Play or the Apple App Store.  
• Log in to the NZVA website using your username and password.  
• You will be prompted to set it up your MFA. You will not be able to complete your login 

until the MFA is set up. 
 

  
 

• Click the ‘Get started’ button. 
• Select ‘Authenticator app verification method’. 
• Register the website with the app by scanning a QR code or manually entering the code 

provided. 
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• When the app is set up on your mobile device, you will be prompted to enter a code 
which will be displayed in the authenticator app on your phone. Enter the code and click 
the ‘Next’ button. 
 

  
  
• A set of recovery codes will be displayed. These allow you to log in to your account if you 

are unable to access your email address. You will need to download these codes and 
store them in a secure place that you can access easily. 
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• When you have saved your codes, click the ‘Finish’ button.  
• Multi-factor authentication set up is now complete. Click the ‘Contine’ button.  
  

  
  
  
Each time you login to an NZVA website, your  app will generate a new code for you to 
enter.  
  
 
 



 
 
 

Multi-factor authentication on the NZVA websites | Page 7 of 7 

Managing your MFA settings  
 
To change or manage your MFA settings:  
 
• Log in to the NZVA website. 
• Open your profile and click the ‘Edit’ tab. 
• Click the ‘MFA Settings’ button. 
  

 
  
• You will need to verify your identity by entering your password. 
 

  
 
From here, you can manage your authentication methods. You can add or remove 
authentication methods, set a default method, and reset existing methods. Please note that if 
you remove all authentication methods, MFA will be disabled. You will need to set it up again 
the next time you log in to an NZVA website. 
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